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Abstract. As interconnected devices proliferate, secure and efficient pairing methods are critical. 
Environmental acoustic signals offer a promising solution, but their effectiveness depends on 
robust audio features that perform well across varying conditions. This study investigates 
optimal audio features for fingerprinting, focusing on synchronized audio in time-frequency 
domains. Six diverse datasets were collected across controlled environments to simulate real-
world scenarios. Thirteen audio features were extracted and analyzed for robustness across 
distances, devices, scenes, and sample lengths. Cosine similarity assessed consistency, while the 
Youden index determined thresholds. The Mel Spectrogram, particularly with 5-second samples, 
achieved an AUC of 0.8758 and a J-statistic of 0.7278. Augmenting it with Tonnetz and spectral 
bandwidth yielded the highest performance (AUC: 0.9346, J-statistic: 0.7955, Accuracy: 0.8320, 
recall: 0.9648), demonstrating the potential of combining robust base features with 
complementary acoustic characteristics for reliable device pairing. 
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1.   Introduction 
 
The proliferation of Internet of Things (IoT) devices has brought significant challenges in device pairing, 
necessitating a balance between connectivity, security, and user experience (UX) [1], [2]. As 
interconnected devices grow exponentially [3], establishing secure connections becomes increasingly 
critical. IoT device pairing must account for diverse communication protocols including Bluetooth Low 
Energy (BLE), Wi-Fi, Zigbee, and Z-Wave, each offering distinct trade-offs in range, power 
consumption, and data rates [4], [5]. Security remains paramount, with cryptographic key exchange and 
authentication mechanisms needed to safeguard against man-in-the-middle attacks and unauthorized 
access [6]. Advanced protocols such as Transport Layer Security (TLS) and Datagram Transport Layer 
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Security (DTLS) are increasingly adapted for resource-constrained IoT devices [7]. Meanwhile, "zero-
touch" provisioning is gaining traction, allowing secure configuration without manual intervention [8]. 
The device pairing process must balance security and ease of use, with techniques such as Near Field 
Communication (NFC) tap-to-pair and QR code scanning explored to simplify UX without 
compromising security [9]. 
 
1.1 Acoustic-Based Device Pairing 
Environmental acoustic signals offer a promising avenue for secure and efficient device pairing [10]. 
This approach leverages the ambient soundscape, a complex mixture of acoustic events, background 
noise, and spectral characteristics unique to each environment. These acoustic fingerprints offer rich 
features extractable through spectral analysis, cepstral analysis, and machine learning algorithms [11]. 
This paradigm capitalizes on context-based security, where the shared acoustic environment serves as a 
natural, difficult-to-forge authentication factor  [12], [13]. Unlike conventional cryptographic key 
exchange, which may be susceptible to man-in-the-middle attacks, acoustic-based pairing leverages the 
physical co-presence of devices as an implicit security measure. However, this method also introduces 
new security considerations, such as acoustic eavesdropping and replay attacks [14], [15]. Beyond 
security, environmental acoustic signal-based IoT device pairing offers an opportunity to streamline the 
often cumbersome device association process, aligning with calm technology principles where complex 
technological processes recede into the background of user awareness [16]. 
 
1.2 Robustness Analysis of Acoustic Features 
Acoustic signals are inherently complex, comprising temporal characteristics, spectral components, and 
amplitude variations that interact in intricate ways. The complexity is compounded by acoustic signals 
being often non-stationary, meaning their statistical properties change over time [17], [18]. 
Environmental factors such as reflections, refractions, absorptions, background noise, and interfering 
sources can significantly alter signal characteristics [19], [20]. These effects necessitate sophisticated 
signal processing techniques for accurate feature characterization. Robustness in acoustic signal analysis 
extends to machine learning and AI applications, where extracting meaningful and consistent features 
becomes critical for tasks such as voice assistants and acoustic-based diagnostics. Researchers have 
developed advanced techniques including adaptive filtering methods and deep learning approaches that 
learn complex hierarchical representations of acoustic features [21]. 

However, research into which audio features are optimal for acoustic fingerprinting remains 
necessary, as no single feature provides universal performance. Each type of sound has distinct 
characteristics, and features effective for one sound type may underperform for another. For 
synchronized audio involving the time-frequency domain, features must be compact yet capture the 
signal's essential characteristics  [22], [23]. Comprehensive robustness analysis helps overcome 
challenges posed by non-stationary signals and environmental factors, leading to more accurate and 
consistent systems. This study addresses this gap by systematically evaluating 13 audio features across 
varied environmental conditions to identify the most robust features for synchronized audio binary 
matching. 
 
2.   Methods 
 
2.1 Data Acquisition 
A diverse audio dataset was compiled by capturing audio samples across controlled environmental 
conditions, encompassing varied noise levels and ambient sounds including jungle [24], café [25], 
machine/factory[26], street [27], and multi-audio source settings. Recordings were captured from 
multiple device positions and distances (1 m, 2 m, 3 m, 5 m) within each environment. Standardized 
recording equipment was used throughout data collection (22050 Hz, 16-bit) with multiple sound 
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sources. Figure 1 illustrates the recording setup. The dataset comprises 91,756 samples organized as 
50 chunks per scene, distance, sample length, and feature configuration. 
 

 
Figure 1. Data Acquisition setup 

 
2.2 Pre-processing and Feature Extraction 
Amplitude standardization was applied to normalize audio data. Thirteen features were extracted: 
Mel-frequency cepstral coefficients (MFCCs), chroma_cens, chroma_cqt, chroma_stft, 
mel_spectrogram, onset_strength, spectral_bandwidth, spectral_centroid, spectral_contrast, 
spectral_flatness, spectral_rolloff, tempo, tonnetz, and zero_crossing_rate. 

Spectral features form the backbone of audio fingerprinting. MFCCs capture timbral 
characteristics crucial for identifying unique audio signatures [28]. Spectral centroid, bandwidth, 
contrast, flatness, and rolloff collectively describe frequency distribution and quality, helping 
distinguish audio samples with high precision [29], [30]. Chroma variants (CENS, CQT, STFT) 
represent harmonic and melodic content by mapping the spectrum into 12 pitch classes, making 
them invariant to octave changes while preserving musical character [31]. Onset strength and tempo 
capture rhythmic elements and temporal evolution. Zero crossing rate provides information about 
frequency content and noisiness. Mel spectrograms provide a comprehensive frequency 
representation aligned with human auditory perception. Tonnetz features capture harmonic 
relationships in a geometric space, making fingerprints more unique for audio matching. 
 
2.3 Robustness Score 
Robustness is quantified through a combination of high cosine similarity and low standard 
deviation. Cosine similarity measures the angle between vectors, with values closer to 1 indicating 
greater similarity. A high cosine similarity indicates that fundamental acoustic characteristics 
remain consistent despite changing recording conditions. Concurrently, a low standard deviation 
suggests minimal variability in feature measurements, reinforcing stability across diverse scenarios. 
The robustness score is expressed by Equation 1: 
 

𝑅𝑜𝑏𝑢𝑠𝑡𝑛𝑒𝑠𝑠 𝑆𝑐𝑜𝑟𝑒 = 
,( 𝐶𝑆! + (1 - 𝐴𝑆𝐷𝐶𝑆)!)

√2
 

(1) 
Where CS = Average Cosine Similarity and ASDCS = Average Standard Deviation of Cosine 
Similarity. 



  

02603033-04 

This approach uses the Euclidean norm (L2 norm) of the two metrics. The square root of the sum 
of squares combines the metrics while preventing any single metric from dominating. Using (1 - 
ASDCS) accounts for its inverse relationship with robustness. Since the maximum possible value for 
each metric is 1 (all values scaled from 0 to 1), dividing by √2 ensures the final score is between 0 
and 1. This approach naturally penalizes inconsistency: if one metric is significantly lower, it has a 
pronounced effect on lowering the overall score. 
 
2.4 Matching Criteria 
Effectiveness of audio features is assessed based on their ability to correctly identify matching and 
non-matching audio samples. A correct match (True Positive) occurs when two audio samples share 
the same scene and chunk (time segment), leveraging the principle that audio signals are 
characterized by unique patterns persisting across different recordings of the same acoustic event 
[32]. Any other combination (same scene but different time, same time but different scene, or both 
different) is considered a non-match (True Negative). Features that consistently yield high similarity 
scores for true matches and low scores for non-matches are considered more effective. 
 
2.5 Optimal Threshold Determination 
The optimal threshold is determined using Receiver Operating Characteristic (ROC) curve analysis, 
computing the Area Under the Curve (AUC) and Youden's J statistic, formulated in Equation 2: 

𝐽 = 𝑆𝑒𝑛𝑠𝑖𝑡𝑖𝑓𝑖𝑡𝑦 - 𝑆𝑝𝑒𝑐𝑖𝑡𝑖𝑐𝑖𝑡𝑦 - 1 = 
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 + 

𝑇𝑁
𝑇𝑁 + 𝐹𝑃

 - 1 (2) 
 

Youden's J identifies the specific optimal threshold that maximizes both sensitivity and 
specificity simultaneously [33]. Geometrically, this corresponds to the point where the ROC curve 
extends furthest above the diagonal line, as depicted in Figure 2. Youden's J spans from -1 to 1, 
where 1 indicates perfect classification, 0 represents random chance, and negative values suggest 
worse-than-random performance. Additionally, classical metrics including accuracy, precision, 
recall, and F1 score are calculated for comprehensive evaluation. 
 

 
Figure 2. Youden Index (J) 
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3.   Results and Discussion 
 
3.1 Robustness Across Conditions 
Spectral features demonstrate exceptional robustness, with spectral centroid (0.9982), spectral 
bandwidth (0.9975), and spectral rolloff (0.9961) leading the results. These high scores indicate that 
overall frequency distribution and energy characteristics remain remarkably stable despite changes in 
physical distance, scene, and sample length. Zero crossing rate (0.9931) also shows excellent robustness, 
indicating well-preserved temporal characteristics. Chroma features exhibit strong robustness, 
particularly Chroma CENS (0.9828) and Chroma CQT (0.9693), suggesting pitch class information 
remains largely consistent. MFCCs (0.9797) and onset strength (0.9650) also demonstrate high 
robustness. While most features show high robustness (above 0.9), the mel spectrogram (0.7850) 
displays moderate robustness, suggesting some susceptibility to environmental changes. The tonnetz 
feature (0.6477) shows the lowest robustness, indicating that harmonic relationships are more sensitive 
to recording conditions. 
 Distance-based analysis reveals that spectral features maintain consistently high robustness across 
all distances. At 1 m vs 2 m, spectral bandwidth achieves 0.9990, spectral centroid 0.9984, and spectral 
rolloff 0.9975. MFCCs show strong robustness (0.9895) at close distances. At 5 m, a noticeable decrease 
occurs for some features: MFCCs drop to 0.9714 and Chroma CQT to 0.9649, though spectral centroid 
(0.9979) and spectral bandwidth (0.9959) remain excellent. The mel spectrogram shows moderate 
robustness across all distances (0.7783-0.7889), while tonnetz consistently scores lowest (0.6344-
0.6638), confirming sensitivity to recording distance variation. 
 Scene-based analysis shows spectral features consistently demonstrate high robustness across 
different acoustic environments, with spectral bandwidth and centroid typically scoring above 0.99. 
Spectral flatness shows more variability (0.85-0.94) but still outperforms many other feature types. 
Chroma CENS demonstrates the highest robustness within chroma features, consistently above 0.97. 
MFCC scores range from 0.9757 to 0.9864, confirming their effectiveness at capturing the spectral 
envelope resistant to environmental changes. Zero crossing rate stands out with scores consistently 
above 0.98, attributable to its fundamental nature. Onset strength shows good robustness (0.9525-
0.9755), indicating reliable capture of musical events across varying acoustic conditions. Tonnetz 
consistently shows lowest robustness (0.6173-0.7164) as its complex harmonic representations are 
easily disrupted by environmental noise. 
 Sample length-based analysis reveals spectral centroid leads at 0.9980 for 1-second samples, 
increasing slightly to 0.9983 for 3 and 5-second samples. Spectral bandwidth improves from 0.9969 to 
0.9981 across sample lengths. Chroma CENS robustness increases from 0.9822 (1 s) to 0.9835 (5 s), 
while Chroma STFT shows more noticeable improvement from 0.9154 to 0.9215. MFCCs maintain 
high robustness across all sample lengths (0.9792-0.9801). Mel spectrogram exhibits a slight decrease 
for longer samples (0.7917 to 0.7812). Tonnetz, while lowest overall, shows the most significant 
improvement with increased sample length (0.6288 to 0.6663), indicating that harmonic representations 
benefit considerably from longer durations. 
 
3.2 Optimal Threshold and Matching Performance 
Figure 3 presents the ROC curves and Youden Index for the best-performing features. 
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Figure 3. ROC Curve and Youden Index of Best Feature 

 
Single-Feature Performance 
The Mel Spectrogram with 5-second samples demonstrated the strongest single-feature performance, 
achieving AUC 0.8758 and J-statistic 0.7278. The optimal threshold was 0.5368, yielding accuracy of 
0.7859, precision of 0.24, recall of 0.9545, and F1 score of 0.3836. Zero crossing rate (5 s) achieved 
AUC 0.8442 and accuracy 0.7354 with threshold 0.9832, showing high recall (0.9596) but low precision 
(0.2036). Spectral centroid (5 s) achieved AUC 0.8686 at threshold 0.9961. Notably, spectral bandwidth 
achieved the highest accuracy in the dataset at 0.8946 with the highest precision among all features 
(0.3613) and F1 score of 0.468. Chroma CENS (5 s) achieved the highest AUC at 0.8889 with threshold 
0.9715. Longer samples (5 s) consistently produced better results across most features, though this 
benefit must be balanced against increased computational requirements. Detailed data is presented in 
Table 2. 
 

Table 1. Chunk matching performance (single feature) 
 
Sample 
Length Feature Name Optimal 

Threshold AUC J Statistic Accuracy Precision Recall F1 

5 seconds mel_spectrogram 0.5368 0.8758 0.7278 0.7859 0.2400 0.9545 0.3836 
5 seconds zero_crossing_rate 0.9832 0.8442 0.6782 0.7354 0.2036 0.9596 0.336 
3 seconds mel_spectrogram 0.4714 0.8633 0.6778 0.7068 0.1913 0.9924 0.3208 
5 seconds spectral_centroid 0.9961 0.8686 0.6504 0.7204 0.1932 0.947 0.3209 
5 seconds chroma_cens 0.9715 0.8889 0.6232 0.7777 0.2188 0.8510 0.3481 
3 seconds tonnetz 0.2494 0.8797 0.609 0.7819 0.2193 0.8308 0.3470 
1 second mel_spectrogram 0.5919 0.8487 0.5947 0.7403 0.1941 0.8636 0.3170 
3 seconds chroma_cens 0.9702 0.875 0.5866 0.7567 0.201 0.8359 0.3240 
5 seconds tonnetz 0.2411 0.8728 0.5825 0.7311 0.1882 0.8611 0.3089 
5 seconds spectral_bandwidth 0.9987 0.8632 0.5761 0.8946 0.3613 0.6641 0.4680 

 
Combined-Feature Performance 
The combination of mel_spectrogram-tonnetz-spectral_bandwidth consistently demonstrated superior 
performance, particularly at 5-second sample length. This configuration achieved AUC 0.9346, 
accuracy 0.8320, and F1 score 0.1018. Precision and recall were 0.0538 and 0.9648, indicating strong 
positive case identification despite numerous false positives. A clear performance degradation emerges 
as sample lengths decrease: AUC drops from 0.9346 (5 s) to 0.9082 (3 s) to 0.8620 (1 s) for the top-
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performing combination. Optimal thresholds show interesting variations: mel_spectrogram-tonnetz-
spectral_bandwidth consistently requires lower thresholds (0.59-0.60), while other combinations 
demand significantly higher thresholds (0.75-0.88). A noteworthy observation is the stark contrast 
between precision and recall: recall values remain consistently high (0.87-0.96), while precision values 
are notably low (0.02-0.05), suggesting the models excel at identifying positive cases but struggle with 
false positives. The second-best combination was mel_spectrogram-mfcc-spectral_bandwidth-
chroma_cens, consistently trailing the top performer across all metrics. Detailed data is presented in 
Table 3. 
 

Table 2. Chunk matching performance (combined features) 
Sample 
Length Feature Name Optimal 

Threshold AUC J Statistic Accuracy Precision Recall F1 

5 seconds mel_spectrogram-tonnetz-
spectral_bandwidth 0.5958 0.9346 0.7955 0.8320 0.0538 0.9648 0.1018 

5 seconds mel_spectrogram-mfcc-
spectral_bandwidth-
chroma_cens 

0.8712 0.9106 0.7571 0.8299 0.0513 0.9281 0.0973 

5 seconds mel_spectrogram-mfcc-
chroma_cens 0.8288 0.9096 0.7520 0.8237 0.0497 0.9293 0.0943 

5 seconds mel_spectrogram-mfcc 0.7533 0.9059 0.7492 0.8169 0.0481 0.9335 0.0914 

3 seconds mel_spectrogram-tonnetz-
spectral_bandwidth 0.5915 0.9082 0.7473 0.7949 0.0341 0.9537 0.0658 

3 seconds mel_spectrogram-mfcc-
spectral_bandwidth-
chroma_cens 

0.8664 0.8692 0.6828 0.7378 0.0267 0.9466 0.0519 

3 seconds mel_spectrogram-mfcc-
chroma_cens 0.8229 0.8687 0.6799 0.7348 0.0264 0.9466 0.0513 

3 seconds mel_spectrogram-mfcc 0.7472 0.8621 0.6762 0.7318 0.0261 0.9461 0.0508 

1 second mel_spectrogram-tonnetz-
spectral_bandwidth 0.5970 0.8620 0.6104 0.7318 0.0242 0.8797 0.0470 

1 second 
mel_spectrogram-mfcc-
spectral_bandwidth-
chroma_cens 

0.8823 0.8263 0.5578 0.6878 0.0206 0.8714 0.0403 

 
Discussion 
The performance analysis reveals a significant difference in difficulty between scene matching and 
chunk matching. Scene matching achieves outstanding results: mel_spectrogram reaches AUC 0.9957 
and F1 0.8931 for 5-second samples, MFCC achieves AUC 0.9847 and F1 0.8077, and spectral_centroid 
and chroma_cens show strong performance with AUC values of 0.9769 and 0.9622. These high metrics 
reflect that scene-level audio characteristics are relatively distinct. In contrast, chunk matching is 
substantially more challenging. The mel_spectrogram, while still the best-performing single feature, 
achieves AUC 0.8758 and F1 of only 0.3836 for 5-second samples. Low precision values (0.2400 for 
mel_spectrogram, 0.2036 for zero_crossing_rate) highlight the difficulty in avoiding false positives in 
chunk matching. Certain features, including mel_spectrogram, MFCC, chroma_stft, and chroma_cens, 
demonstrate consistent performance across both scenarios, making them the most reliable choices for 
dual-purpose applications. Mel_spectrogram stands out as the most robust choice, particularly at 5-
second sample length. 

The combination of features significantly improves AUC, J Statistic, and accuracy compared to 
single-feature models. The 5-second mel_spectrogram alone achieves AUC 0.8758, while the combined 
mel_spectrogram-tonnetz-spectral_bandwidth achieves AUC 0.9346, an improvement of 0.0588. 
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Similarly, the J Statistic improves from 0.7278 to 0.7955, and accuracy increases from 0.7859 to 
0.8320. These improvements confirm the benefit of leveraging multiple features to capture more 
nuanced patterns. However, precision and F1 scores decline with feature combinations due to the 
imbalanced nature of the dataset, where only 1.5% of labels are true. Precision drops from 0.2400 (single 
mel_spectrogram) to 0.0538 (combined mel_spectrogram-tonnetz-spectral_bandwidth). Despite this, 
recall remains consistently high (best: 0.9648 for the top combination at 5 s). These findings align with 
prior research [31], [34], confirming that feature effectiveness is application-dependent and no single 
feature is universally optimal. This study's primary limitation is class imbalance (1.5% positive labels), 
which drives low precision and F1 scores particularly in combined-feature configurations. Future work 
should address this through resampling, data augmentation, or weighted cosine similarity that assigns 
higher weights to discriminative features such as mel_spectrogram. Introducing audio landmarks (e.g., 
clap, buzz) could also provide more discriminative data for matching. 
 
4.   Conclusion 
 
This study systematically analyzed 13 audio features for robustness in synchronized audio binary 
matching. Spectral features, particularly spectral centroid, spectral bandwidth, and spectral rolloff, 
demonstrated the highest robustness across all conditions (scores above 0.996). Mel spectrogram 
with 5-second samples showed the strongest single-feature matching performance (AUC 0.8758, J-
statistic 0.7278). Combining mel_spectrogram, tonnetz, and spectral_bandwidth achieved the 
highest overall performance (AUC 0.9346, recall 0.9648). Longer sample lengths consistently 
improved matching reliability. These findings reinforce the importance of tailoring feature selection 
to specific use cases and leveraging feature combinations to capture nuanced audio characteristics. 
While class imbalance limits precision, this study provides a foundational approach for audio binary 
matching. Future work should address imbalance and explore weighted feature fusion. 
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