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Abstract. E-certificates are increasingly adopted across sectors, yet existing studies have not
developed an integrated risk mitigation model that combines CIA-based sustainable security
with operational and stakeholder perspectives. Current frameworks primarily address isolated
technical risks or focus on general PKI security, leaving a gap in holistic modeling tailored to
end-to-end e-certificate implementation. This study addresses this gap by proposing a
Sustainable Security Risk Mitigation Model for e-certificate systems, guided by the CIA triad—
Confidentiality, Integrity, and Awvailability. A mixed-methods approach was employed,
including literature analysis, a Focus Group Discussion (FGD) with industry, government, and
academic stakeholders, and expert evaluation using CIA-based scoring on a Likert scale. The
empirical data include qualitative perspectives gathered from the FGD and quantitative
assessments from expert validation. The proposed model operates in a continuous cycle
consisting of risk assessment, mitigation planning, deployment and monitoring, and iterative
improvement, ensuring that security controls adapt to emerging threats. Results show that the
model achieves an average security validation score (asv) of 4.67, outperforming other existing
risk mitigation models in CIA-based evaluation. The findings indicate that institutions can use
the model as a practical framework to strengthen e-certificate governance, improve resilience
against cyber threats, and support sustainable information security management.

Keywords: e-certificate systems, sustainable information security, CIA triad, cyber risk
mitigation, information security modelling, public key infrastructure (PKI)

© 2026 The Author(s). Advance Sustainable Science, Environmental Engineering and Technology (ASSET) are published under the
terms of the Creative Commons Attribution-ShareAlike (CC BY-SA 4.0). Authors retain the copyright to their work. Users may read,
copy and distribute the work in any medium provided the authors and the journal are appropriately credited



https://doi.org/10.26877/asset.v8i3.2912
https://creativecommons.org/licenses/by-sa/4.0/
mailto:teguh.nurhadi@usbypkp.ac.id

(Received 2025-10-27, Revised 2025-12-10, Accepted 2026-05-04, Available Online by 2026-06-03)

1. Introduction

The increasing adoption of e-certificates across education, government, and industrial sectors reflects a
growing demand for secure, efficient, and scalable credential management systems. Compared with
paper-based certificates, e-certificates offer faster processing, lower administrative costs, and improved
verification procedures. However, these benefits are accompanied by significant risks related to data
confidentiality, document integrity, and system availability—three domains traditionally defined by the
CIA triad [1].

There have been several previous studies that have researched this e-certacte system. E-certificates
have been researched in various contexts in recent years. The first study describes the impact and
constraints of implementing government policies in e-certification led by the Electronic Certification
Board (BSE) [2]. Other research proposes the use of RSA digital signatures to authenticate electronic
certificates and prevent forgery [3]. The next research explains that the Digital Certificate Authority
(OSD) is a certification body owned by the Electronic Certification Center (BSrE) of the State Cyber
and Cryptography Agency (BSSN). Digital certificate management is the main business process of the
Universal Service Digital Certificate Authority (OSD LU) which if there is a disruption, the OSD
business process cannot run smoothly and has an impact on the digital certification process. With
problems in maintaining the reliability and security of the system, an effort is needed to classify, analyze,
and manage these risks appropriately in order to reduce the negative impact that may arise at an
acceptable level. The main goal is to overcome problems regarding risk management planning,
especially if there is no information security risk management plan in the BsrE environment [4].
Another study assessed the security risks in the Malaysian e-Passport PKI and recommended the
implementation of PACE and following ICAO standards to improve security [5S]. Another study
conducted a probabilistic approach to quantitative risk assessment in X.509 PKI to address security risks
in certificate-based security [6].

Despite various contributions, no existing work has developed a holistic risk mitigation model that
integrates CIA-based sustainable security, stakeholder perspectives, and operational risks throughout
the end-to-end e-certificate lifecycle [7]. This gap is especially critical as institutions increasingly rely
on digital certification systems that require continuous, adaptive, and sustainability-oriented security
controls.

This study addresses the identified gap by pursuing several research objectives. First, it aims to
identify key risks in e-certificate implementation related to confidentiality, integrity, and availability
(CIA). Second, it seeks to design an integrated and sustainable security risk mitigation model that
incorporates technical, operational, and stakeholder perspectives. Finally, the study intends to validate
the proposed model through expert CIA-based assessment and to compare its performance with existing
risk mitigation frameworks.

This article is an original modeling study, not a review paper. Its contributions include: (i) proposing
a CIA-integrated sustainable security model tailored to e-certificate systems; (ii) incorporating empirical
insights from a multi-stakeholder Focus Group Discussion (FGD); and (iii) providing comparative
validation against established risk mitigation models. The remainder of this paper is structured as
follows: Section 2 describes the mixed-methods approach used in the study; Section 3 presents the
proposed risk mitigation model; Section 4 reports the evaluation and comparison results; and Section 5
concludes with implications for practice.

2. Methods

This study employed a mixed-methods design that integrates qualitative data from a Focus Group
Discussion (FGD) with quantitative expert assessment using CIA-based scoring [8-10]. The
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methodological approach follows a modeling-oriented epistemological stance, in which empirical inputs
(literature review, stakeholder perspectives, and expert judgment) are used to construct and validate a
conceptual mitigation model rather than to perform large-scale statistical testing. All methodological
steps presented below describe the actual procedures applied during the research [11-13].

The methods applied in this study consist of several stages/procedures, namely literature study, focus
group discussion, data analysis, development of risk mitigation modeling, and evaluation along with
targeted achievement indicators at each stage of research as shown in Figure 1.

Focus Group
Literature Study Discussions Data Analysis

Collecting data from
international journals
and scientific sources
on e-certificate. Conduct focus group and inferential statistical
security, and risk :> discussions with :> methods. The findings from
mlliualio’n. This will stakeholders. this analysis will be used to
provide a theoretical

The data collected will be
analyzed using descriptive

identify common patterns

. - . and challenges faced
basis for this research

Risk Mitigation
Model
Development

Evaluation

(Conducting evaluations of] Based on the results of

the analysis,
nuug.\lm: models that researchers will develop)

have been developed. both a risk mitigation model
through simulations and listed in the guide for

implementing e-
participating institutions certificates

the implementation of the

case studies at

Figure 1. Research Stages
This research will use qualitative and quantitative approaches. The methods to be carried out include:

2.1 Literature Study
The literature review was conducted to identify security challenges, digital certificate frameworks, PKI
mechanisms, and risk mitigation models relevant to e-certificate systems. Three major scientific
databases were used: Scopus, IEEE Xplore, and Web of Science, covering publications from 2018 to
2025. Keywords included “e-certificate security”, “PKI”, “CIA triad”, “risk mitigation model”, “digital
certificate”, “sustainable security”, and “cybersecurity risk management”. Studies were included if they:
(1) addressed digital certificates or PKI security; (ii) proposed or evaluated risk mitigation frameworks;
or (iii) discussed CIA-related security mechanisms. Publications focusing solely on social, pedagogical,
or non-technical certificate contexts were excluded.

The review served two purposes: (1) to build contextual understanding of risks in e-certificate
systems; and (2) to identify structural and conceptual components that inform the design of the proposed
risk mitigation model.

22 Focus Group Discussion (FGD):
The FGD involved 12 participants representing key stakeholder groups in e-certificate ecosystems:
e Government agencies (State Cyber and Cryptography Agency; Ministry of Digital
Communication) — 4 participants
e Industry (MarkAny Co., Ltd., specializing in certificate and content security) — 3 participants
e Higher education institutions (Universitas Sangga Buana and Universiti Utara Malaysia) — 5
participants.
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Participants were purposively selected based on their involvement in digital certificate issuance,
cybersecurity, or institutional policy-making. The FGD was conducted during the International
Symposium on the Urgency of E-Certificate Interest in Digital Transformation and lasted two hours. A
semi-structured protocol was employed, covering themes such as existing challenges in e-certificate
systems, technical and operational risks, concerns related to validity and authenticity, and requirements
for a sustainable CIA-oriented model. The sessions were audio-recorded with informed consent and
supplemented by detailed moderator notes.

2.3. Data Analysis

The FGD data were analyzed using thematic content analysis. Transcripts were coded independently by
two researchers, who identified categories related to confidentiality threats, integrity issues, availability
concerns, and operational or policy-driven risks. Disagreements were resolved through discussion to
ensure coding reliability. Ethical considerations included anonymization of institutions and participants,
secure storage of transcripts, and confidentiality agreements for all researchers.

2.4. Development of Risk Mitigation Models

Risk scenarios were derived from the literature review and FGD results. Threats were categorized under
the CIA triad and operationalized into measurable indicators, including confidentiality aspects such as
unauthorized access attempts and encryption failure points, integrity aspects such as tampering risks,
digital signature vulnerabilities, and data modification pathways, and availability aspects such as system
downtime, recovery latency, and the threat of denial-of-service attacks. These indicators formed the
basis for the architecture of the Sustainable Security Model, which integrates continuous assessment,
mitigation planning, deployment, and improvement [26].

2.5. Evaluation

Evaluate the application of mitigation models that have been developed, both through simulations and
case studies in participating institutions. To validate the model, six experts were recruited, two
cybersecurity specialists from a national cyber agency, two PKI experts from industry (MarkAny), and
two information-security academics with publications on CIA-based modeling.[RR2.1] Experts had 8—
20 years of experience in cybersecurity or PKI infrastructure.

Each expert independently scored the proposed model using a 5-point Likert scale (1 = very weak
to 5 = very strong) for the following criteria: protection of Confidentiality (C), protection of Integrity
(D), and protection of Availability (A). [RR3.1] Scores were aggregated by computing the average for
each criterion. Inter-rater variation was examined by calculating the standard deviation; all SD values
were below 0.5, indicating acceptable consistency.

The average security validation (asv) score was calculated using: asv = (C + [ + A) / 3, where C
mean expert score for Confidentiality, I mean expert score for Integrity, and A mean expert score for
Availability.

An asv score above 4.0 was interpreted as “high security performance” based on thresholds used in
prior CIA-based evaluation studies. The qualitative results (FGD themes and literature insights)
informed the construction of the model components, while the quantitative CIA scoring provided
empirical validation of its performance. Integration occurred at the interpretation stage, where model
efficacy was assessed through pattern convergence between stakeholder concerns, risk indicators, and
expert-based evaluations.

3. Results and Discussion

3.1. Study Literature
The literature review produced three main insights that directly informed the model design. First, studies
on PKI and digital signatures highlight the need for cryptographically verifiable integrity and non-
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repudiation, motivating the inclusion of strong integrity controls in the proposed model. Second,
research on cybersecurity risk management (e.g., [SO 27005, NIST SP 800-30) emphasizes iterative and
continuous cycles, but these frameworks do not explicitly integrate the CIA triad as a dynamic set of
interlinked pillars. Third, morphological and probabilistic modeling approaches demonstrate the value
of scenario-based evaluation, which guided the comparison phase of this study.

Accordingly, rather than restating the full content of earlier works, the present section highlights the
conceptual foundations that shaped the model architecture: a CIA-oriented structure, iterative lifecycle
logic, and integration of stakeholder-driven risks. [7]. The following research resulted in 16 risk sources
and 17 risk mitigation measures grouped into five clusters, namely prework, execution, monitoring,
regulation, and automation. The results of the ANP BOCR show that the execution cluster is the top
priority in the implementation of mitigation measures with a score of 38.57 [14-17]. The next research
is to elaborate and evaluate various RM scenarios from initial risk identification and priority solutions.
The proposed scenario modeling technique is based on morphological analysis (MA) as an exploratory
scenario tool for RM. The MA is used to develop a framework to proactively assess critical risk
variables. First, the MA is used to create a comprehensively possible RM scenario and, second, to assess
the likelihood of each scenario. The proposed approach addresses the need for a basic rubric to help
identify and select an RM approach. A real-life case study from the food industry is provided to illustrate
the application of the proposed approach. To handle all possible MA strategies, a special MORPHOL
software package is used. In addition, Risk Management (RM) strategies are selected based on
sustainability indicators. The results of the case study prove that MA has significant value for SCRM.
This shows that companies can adopt some robust strategies in the form of scenarios that describe all
stages of SCRM in an integrated representation [18-20]. Several studies have not discussed risk
mitigation modelling for sustainable security in the implementation of e-certificates.

3.2 Focus Group Discussion (FGD)

3.2.1. Key Themes and lllustrative Quotes

Thematic analysis of the FGD produced four prominent risk themes:
1. Confidentiality threats (11 of 12 participants mentioned)
2. Integrity risks and document tampering (10 of 12 participants)
3. Availability and system continuity concerns (8 of 12 participants)
4. Operational and policy misalignment (9 of 12 participants)
Selected participant quotes include:

®  “QOur biggest concern is unauthorized copying or forging of issued certificates.” — Government
agency participant

o “If the verification service goes down, universities cannot authenticate graduates during peak
periods.” — Higher education participant

o  “Stakeholders need a structured model, not just security tools.” — Industry participant (MarkAny).
These empirical insights guided prioritization of controls within the model: confidentiality for
access control, integrity for verification mechanisms, and availability for service continuity.
The FGD was carried out through the International Symposium “The Urgency of e-certificate
Interest in Digital Transformation”. The FGD activities were attended by several stakeholders, namely:
- MarkAny Co., Ltd., South Korea which is engaged in system security that already has a
system in the management of e-certificate security.
- Universitas Sangga Buana from the education sector has prepared the implementation of e-
certificates.
- Speakers from Universiti Utara Malaysia who gave their views on the implementation of e-
certificates in Malaysia.
- Speakers from the State Cryptography and Cyber Agency of the Republic of Indonesia related
to government policies on the use of e-certificates and their risks and security
- Speakers from the Ministry of Digital Communication who discussed the policy for the use
of e-certificates in Indonesia.
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3.2.2.  Influence on Model Components

FGD results directly shaped the model in several ways. Confidentiality emphasis is reflected in stronger
encryption layers and multi-factor access control. Integrity emphasis is reflected in the inclusion of
digital signatures (RSA/ECDSA), hash-chain validation, and optional blockchain audit trails.
Availability emphasis is reflected in multi-zone replication, auto-failover mechanisms, and disaster
recovery integration. Operational risk findings are reflected in the integration of stakeholder-based
feedback loops in the “Monitoring and Improvement” phase.

3.3 Data Analysis

Based on the data that has been collected related to primary data (FGD results) and secondary data
(based on theories from journals and other scientific sources), it is successfully analyzed as follows.
3.3.1. Challenges of e-certificate implementation

The main challenges in the implementation of e-certificates revolve around security issues including
data security, authenticity, and verification in the midst of rapid digitalization, namely:

3.3.1.1. Data Security and Cyber Threats

The most fundamental challenge is to maintain the security of sensitive data contained in or related to
e-certificates. These risks include cybersecurity threats, referring to the vulnerability of the system to
cyberattacks; business process disruption, referring to disruption to the digital certificate management
system, which can impact the Digital Certificate Authority (OSD) business processes; and system
reliability violations, referring to the need for continuous efforts to maintain the reliability and security
of certificate issuance and management systems.

3.3.1.2. Authenticity and Fraud Prevention

Although e-certificates are intended to increase security over paper certificates, there are major
challenges in ensuring the authenticity of documents and preventing counterfeiting. These challenges
include vulnerability to digital fraud, which is a serious issue that arises from attempts to compromise
e-certificates, and the authenticity verification challenge, which involves developing an efficient and
trusted way to verify that the e-certificate presented is genuine and legitimate.

3.3.1.2. Accessibility and Management

The implementation of e-certificates also poses operational and technical challenges related to access
and management. These include accessibility, which requires ensuring that certificates are accessible to
authorities anytime and anywhere, and risk management, which involves the need for efforts to classify,
analyze, and manage risks appropriately to reduce the negative impacts that may arise. This also includes
addressing the problem of risk management planning, especially if there is no adequate information
security plan in place. These challenges require the development of an integrated and holistic risk
mitigation model, which not only focuses on the technical aspects, but also considers the perspectives
of stakeholders and operational risks [20].

3.3.2. Risks of e-certificate implementation

The risks of e-certificate implementation are basically divided into three main categories: data security
risks, document authenticity risks, and operational/managerial risks.

3.3.2.1. Data and Cyber Security Risks

This is a major risk related to the protection of sensitive information. The implementation of e-
certificates is faced with cybersecurity threats that can disrupt systems and data. The main business
process of Digital Certificate Management, which is carried out by the Universal Service Digital
Certificate Authority (OSD LU), is at risk of disruption. If this happens, OSD's business processes
cannot run smoothly and impact the digital certification process. Risks are related to maintaining the
confidentiality and integrity of the data used in the e-certificate system.

3.3.2.2. Authenticity and Trust Risks

Although e-certificates are designed to be more secure, the risks associated with counterfeiting still exist.
Risk that the issued certificate may not be original or has been modified illegally. The emergence of
issues such as vulnerability to digital fraud. Difficulties in verifying the authenticity of e-certificates
quickly and reliably.
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3.3.2.3. Managerial and Operational Risks

These risks are related to the planning, management, and implementation of the system itself in the
institutional environment. Problems arise especially if there is no information security risk management
plan in the implementing agency. The need for efforts to appropriately classify, analyse and manage
risks to reduce the negative impacts that may arise to an acceptable level. Risks related to technical or
operational issues that impede accessibility for users or authorities.

3.3.3. Mitigation that can be done

In general, risk mitigation for the implementation of e-certificates that can be carried out includes the
development of integrated mitigation models, technical security risk mitigation, and mitigation of
operational and business process risks.

The most important mitigation is the development of a comprehensive framework. Integrated
Mitigation Model: This research aims primarily to develop an integrated risk mitigation model, which
enables institutions to make more informational decisions. Holistic Approach: This model not only
focuses on the technical aspects, but also considers the perspective of stakeholders and risks from the
operational side. Implementation Guide: The developed risk mitigation model will be listed in the form
of a guide for the implementation of e-certificates [RR2.1]

It includes measures to strengthen authenticity and prevent cyberattacks. Use of Digital Signatures:
Previous research has proposed the use of RSA digital signatures to authenticate electronic certificates
and prevent counterfeiting. Implementation of Security Standards: Security risk mitigation in Public
Key Infrastructure (PKI) (such as e-Passports) can be improved by implementing protocols such as
PACE and following ICAO standards. Information Security Risk Management Planning: Efforts are
needed to overcome the problem of risk management planning, especially if there is no adequate
information security plan in the implementing environment (e.g. BsrE).

This mitigation is related to improving procedures and overall system management. Risk
Classification and Analysis: Efforts are needed to appropriately classify, analyze, and manage these
risks in order to reduce the negative impacts that may arise at an acceptable level. Focus on Execution
Clusters: Based on business process risk mitigation research, execution clusters (execution) are the top
priority in the implementation of mitigation measures. Risk Management (RM) Strategies: Mitigation
can involve a Risk Management (RM) strategy selected based on sustainability indicators and the use
of scenario modelling techniques (such as Morphological Analysis/MA) to proactively assess critical
risk variables.

Data from literature and FGD were merged into three main risk categories aligned with the CIA triad:
Data and Cybersecurity Risks (C), Authenticity and Integrity Risks (I), and Operational and Managerial
Risks (A). Data and Cybersecurity Risks (C) include Unauthorized access attempts, Weak encryption
schemes, and Exposure of certificate metadata. Authenticity and Integrity Risks (I) include Tampering
of certificate contents, Forged digital signatures, and Inadequate revocation mechanisms. Operational
and Managerial Risks (A) include System downtime, Slow verification processes, and Insufficient
policy and governance controls.

Quantitatively, risk mentions were tallied during coding: confidentiality risks (23 mentions),
integrity risks (19 mentions), availability risks (17 mentions). These frequencies provide justification
for the CIA prioritization in model design.

3.4. Development of Risk Mitigation Models

The development of risk mitigation models for e-certificates that focus on ongoing security handling,
especially those related to CIA (Confidentiality, Integrity, Availability) principles, involves a layered
approach and lifecycle. Here is a visualization and explanation of the model as shown in figure 2.
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Figure 2. A Sustainable Security Model for E-Certificate Implementation

Figure 2 depicts a dynamic risk mitigation model that focuses on the sustainability of CIA
(Confidentiality, Integrity, Availability) protection throughout the e-certificate lifecycle. The core
components of the model consist of the Sustainable Security Model and the CIA gear.

The Sustainable Security Model is at the heart of the approach, showing that security is not a one-
time goal, but a process that is constantly being adjusted and improved. The CIA gear, represented by
three interconnected gears, illustrates the principles of Confidentiality, Integrity, and Availability,
emphasizing that these three pillars must work together synergistically to achieve solid security.

The model operates in a continuous cycle consisting of four main phases. The first phase is Risk
Assessment, which includes identifying and analyzing potential threats to e-certificates. This initial
phase involves gathering threat intelligence to understand the current and future threat landscape and
identifying how threats may compromise the confidentiality, integrity, or availability of e-certificates.

The second phase is Mitigation Planning, which involves strategizing and prioritizing mitigation
actions based on the results of the risk assessment. This phase includes developing specific security
controls and planning for the implementation of controls such as the use of blockchain for data integrity,
encryption for confidentiality, and strong backups for availability.

The third phase is Deployment and Monitoring, where planned security controls are implemented on
the e-certificate system. Once implemented, the performance of these controls is continuously monitored
to ensure their effectiveness. This includes implementing digital signatures to ensure integrity, access
control for confidentiality, and availability solutions such as data replication.

The fourth phase is Monitoring and Improvement, which focuses on continuous evaluation through
audit, feedback, and adaptation. Regular audits are conducted, feedback from security incidents or
environmental changes is collected, and adjustments are made to security models or controls. This closes
the cycle and ensures the model remains relevant and effective against evolving threats, while evaluating
the effectiveness of all controls related to confidentiality, integrity, and availability, and adapting them
over time.

Supporting Technology and Strategy include threat intelligence, digital signatures, access control,
blockchain, and a continuous feedback loop. Threat intelligence supplies threat information to the risk
assessment phase. Digital signatures are key controls to ensure the integrity and authenticity of e-
certificates. Access control is important to maintain confidentiality by restricting access to only
authorized parties. Blockchain is a technology that can greatly improve the integrity and universal
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verifiability of e-certificates by providing an immutable ledger. The continuous feedback loop,
represented by interconnected arrows between the phases, demonstrates the iterative and adaptive nature
of this model.

This model covers the entire e-certificate lifecycle, including issuance, which is when a certificate
is created; usage, which refers to how the certificate is used by the recipient; verification, which is the
process of validating the authenticity of the certificate; and archiving, which refers to the long-term
storage of certificates. This model emphasizes that e-certificate security is not a completed checklist,
but rather an ongoing journey that requires constant risk assessment, planning, implementation, and
improvement to keep the CIA pillars strong amid evolving cyber threats.

3.5. Evaluation

Based on the risk mitigation model that focuses on sustainable security handling for e-certificates and
CIA (Confidentiality, Integrity, Availability) principles, evaluation is a critical phase that closes the
security cycle and ensures that the model remains effective. Evaluation in this model is not done only
once, but is an ongoing and iterative process.

The evaluation phase is essentially the Monitoring and Improvement phase (which measures how
well the mitigation controls that have been implemented (in the Deployment and Monitoring phase)
successfully protect the CIA pillar. The main objective of this evaluation is to achieve sustainable
security. Evaluation Methods and Objectives are in Table 1.

Table 1. Evaluation Methods and Objectives
CIA Pillar Evaluation Focus Evaluation Method

Penetration Testing: Simulates
an external attack to find

Measure the success of access }
loopholes in access control and

— trol i reventin, . .
Confidentiality comfrot 1 preventing encryption.  Access  Audit:
unauthorized access to

. Checks system logs to ensure
certificate data. .
only authorized users are
accessing data.
Digital  Signature  Audit:
Ensures the digital signature
o hani i functioni
Measure the reliability of mechanism - - 1 - UNCHONINgG
correctly and that no certificate
: document forgery and . .
Integrity modification revention S modified undetected.
. p Blockchain  Verification: If
mechanisms. . .
used, verifies the consistency of
the ledger data to guarantee the
original data.
Load Testing: Simulates a high
. volume of users to test system
Measures the system's ability to o . y
operate and be accessed b stability. Disaster Recovery
Availability p Y Test: Tests the time it takes to

legitimate users without

. . restore systems and data (e-
Interruption.

certificate from backup) after a
major incident.

The evaluation phase involves three main activities aimed at closing the security cycle, namely
routine audit, feedback collection, and adaptation. Routine audit involves conducting periodic checks of
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all security controls implemented and ensuring that security policies and operational procedures are
strictly followed.

Feedback collection involves collecting data on security incidents that occurred during the
monitoring period and seeking input from stakeholders (e.g. users, administrators, and regulators)
regarding the challenges or shortcomings they face when using the system.

Adaptation involves adjusting and improving the mitigation model based on the results of the audit
and feedback. If a new threat emerges (new Threat Intelligence), the mitigation controls are updated,
and the mitigation cycle is restarted from the Risk Assessment phase.

Evaluations must be ongoing because of ever-evolving threats, system changes, and the need to
ensure security return on investment. Cyberattacks and hacking methods are constantly changing, and
evaluation ensures the mitigation model remains relevant against the latest threats. E-certificates and
their supporting systems, including cloud infrastructure and software, will undergo updates, and
evaluation validates that these updates do not introduce new vulnerabilities. In addition, evaluation helps
institutions assess whether investments in mitigation controls provide commensurate protection benefits.

Thus, evaluation serves as a safety valve and a learning mechanism that encourages continuous
improvement, guaranteeing that the e-certificate system achieves and maintains the desired level of
security.

Based on the modeling proposed in the study, an analysis was carried out with other studies as
shown in table 2 below.

Table 2. Comparison with other Studies

No Modeling Result Similarities Difference

1 International This study on risk Focuses on developing The proposed e-
Construction Project mitigation in models that provide -certificate model
Risk Mitigation international guidance or emphasis focuses on
Modeling [21] construction on mitigation methods sustainable

projects carried out to reduce risk and security

by Indian companies improve performance surrounding  the

resulted in a model CIA

that helps (Confidentiality,

construction Integrity,

companies to Availability)

emphasize several pillars, the

risk mitigation construction

methods model is more
oriented towards
project risks in
general (e.g.
financial,
operational,  or
political risks in
an  international
context) to
improve project
performance.

2 Order Fulfillment Thisresearch onrisk This study uses the The proposed e-
Business Process Risk mitigation in the Analytic Network certificate
Mitigation Model [22] Order Fulfillment Process (ANP) BOCR mitigation model

business process in (Benefits, explicitly
a company resulted Opportunities, Costs, prioritizes
in 16 risk sources Risks) to determine security  (CIA)
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No Modeling Result Similarities Difference
and 17 mitigation mitigation  priorities. throughout its
steps grouped into Mitigation clusters are lifecycle, while
five clusters grouped into prework, the order

execution, monitoring, fulfillment model
regulation, and focuses on
automation. Execution optimizing
clusters are the top business
priority with the highest processes to
scores. This is similarto  improve

the e-certificate model efficiency and
which emphasizes the reduce
importance  of the operational
Deployment and losses.
Monitoring phases

(implementation  and

monitoring)

3 A Probabilistic This study proposes Discuss security risksin  The research on
Approach to Certificate- a probabilistic the context of digital PKI  uses a
Based Security Risk approach to certificates and Public probabilistic
Assessment (Public Key quantitative risk Key Infrastructure quantitative
Infrastructure) [23] assessment in X.509 (PKI). The goal is to approach

Public Key improve security RiskLaine) to
Infrastructure (PKI) assess  security
to address risks, while this e-
certificate-based certificate
security risks research adopts a
mixed method
(qualitative and
quantitative) and
a holistic
approach that
focuses not only
on technical but
also  operational
and stakeholder
approaches.

4 Risk Management This study Emphasizing the The MA research
Scenario Modeling elaborates and concept of uses exploratory
[24] evaluates  various sustainability, the e- scenario

Risk Management certificate model uses modeling through
(RM) scenarios the term Sustainable a custom software
using Security Model which package

Morphological shows that mitigationis (MORPHOL) to
Analysis (MA) a dynamic process that describe all stages
techniques to continues to adapt. of Supply Chain
proactively  assess Risk Management
critical risk (SCRM), while
variables, and the e-certificate
selects RM research uses a

strategies based on

four-phase
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No Modeling Result Similarities Difference
sustainability continuous cycle
indicators (Risk Assessment

to Improvement)
powered by
technologies such
as Digital
Signatures  and
Blockchain

This research is unique in that it develops an integrated risk mitigation model that focuses
specifically on the implementation of e-certificates, combining technical aspects (CIA, Blockchain) with
operational/managerial aspects (planning, execution priorities). Based on Table 1, an assessment of all
the modelling was carried out, with CIA criteria to demonstrate the achievement of sustainable security.
The range of values based on the Likert scale is between 1 to 5 values [25]. Based on these criteria, the
average security validation score (asv) is calculated based on the formula:

asv = (C+;—+a) @)

The resulting asv value provides a quantitative representation of the overall validation results of the
model, which allows comparison between different configurations or expert perceptions, asv values
above 4.0 (on a 5-point scale) indicate that the model has successful Confidentiality, reliable Integrity,
uninterrupted Availability so that sustainable security is achieved. Based on formula (1), the results are
obtained as shown in Table 3 below.

Table 3. Modeling calculation results with CIA criteria

No Modeling Criterion asv Score
C I A
1 International Construction
Project  Risk  Mitigation 4.5 3.75 4.75 4.33
Modeling
2 Order Fulfillment Business
Process Risk Mitigation Model 4.7 373 475 4.42
3 A Probabilistic Approach to
Certificate-Based Security
Risk Assessment (Public Key 45 4.25 475 4.50
Infrastructure)
4 Risk 'Managernent Scenario 405 45 45 4.42
Modeling
5 Risk mitigation modeling for
sustainable security in e- 4.75 4.5 4.75 4.67

certificate implementation

Based on Table 3, the results can be seen in the form of a graph as shown in Figure 3.
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Figure 3. Graph of asv Calculation Results
Based on table 3 and figure 3, it can be seen that the proposed mitigation modeling from this study
has an advantage with a result of 4.67. This shows that the risk mitigation modeling developed in this
study has successful confidentiality, reliable integrity, and uninterrupted availability so that sustainable
security is achieved.”

4. Conclusion

This study proposed an integrated Sustainable Security Risk Mitigation Model for e-certificate systems
that places the CIA triad—Confidentiality, Integrity, and Availability—at the core of a continuous
security lifecycle. Unlike existing approaches that focus on isolated technical or organizational aspects,
the proposed model holistically combines stakeholder insights, operational risks, and technical
safeguards, resulting in a structured and adaptive framework for secure e-certificate implementation.

The main contribution of this work lies in the development of a CIA-integrated lifecycle model
tailored specifically for e-certificate environments, its grounding in empirical stakeholder input, and its
validation through expert scoring using a standardized rubric. The model demonstrated strong
performance, achieving an asv score of 4.67, indicating robust CIA coverage compared with other
existing risk mitigation frameworks.

However, this research has several limitations. The empirical component relied on a single FGD
event involving stakeholders from a limited geographical context and a relatively small number of
experts. In addition, the evaluation was conducted using expert judgment rather than real-world
implementation, and the study did not include longitudinal or simulation-based testing.

Future research should focus on piloting the model across multiple institutions, sectors, and
countries to assess its practical effectiveness under different regulatory and operational environments.
Further development may also include integration with automated monitoring tools such as SIEM
platforms, incorporation of real-time threat intelligence engines, and alignment with international
standards such as ISO 27005 or NIST cybersecurity frameworks. Long-term testing and iterative
refinement based on system performance data will be essential to further strengthen the model’s
sustainability and resilience.
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