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Abstract. Water utilities continuously face challenges in identifying abnormal customer 
water consumption caused by pipe leakage, illegal connections, meter reading errors, 
and unusual consumption behavior. Conventional manual inspection requires 
considerable time and often delays corrective actions. This study presents the design 
and development of SIPADMA (Sistem Deteksi Anomali Pemakaian Air), a web-based 
information system developed using Software Engineering principles to automate 
anomaly detection and support operational decision making. The system was developed 
following the Waterfall Software Development Life Cycle (SDLC), beginning with 
requirement analysis, UML-based system modeling, implementation using Flask, and 
functional testing. SIPADMA integrates statistical anomaly detection using Z-Score 
combined with rule-based scoring and provides interactive dashboards, anomaly 
filtering, customer history visualization, and automatic report generation. Evaluation 
using 3,996 billing records representing 666 customers demonstrated that the system 
successfully identified 163 anomalous accounts requiring further inspection. The 
developed system improves operational efficiency by automating data analysis and 
prioritizing field verification, demonstrating the effectiveness of software engineering 
practices in developing intelligent decision-support systems for public utilities.  
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1.   Introduction  

Digital transformation has driven various organizations to utilize information technology to improve 
operational efficiency and service quality[1], [2]. One of the sectors that has developed significantly is 
the drinking-water service provider, which is required to deliver services that are fast, accurate, and 
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sustainable. In managing water distribution, companies must monitor the millions of cubic meters of 
water distributed to customers so that water losses (Non-Revenue Water/NRW) can be minimized. 
Therefore, information systems that are able to process operational data automatically are becoming an 
increasingly important need in supporting data-driven decision making. 

PDAM Tirta Moedal Kota Semarang, particularly the East Semarang Branch, still faces various 
obstacles in the process of identifying irregular customer water consumption. So far, the inspection 
process has been carried out manually by analyzing customer billing reports, which takes a considerable 
amount of time and depends heavily on the officer's experience. This condition means that indications 
of pipe leakage, meter recording errors, and unusual spikes in water consumption are often detected late, 
potentially increasing water losses and reducing the company's operational efficiency[3], [4], [5],[6]. 

The development of machine learning has opened new opportunities to help automate the analysis 
of operational data[7]. One approach that is widely used is anomaly detection, namely a method that 
aims to identify data that deviate from normal patterns[8],[9], [10]. In the utility sector, this method has 
been used to detect various abnormal conditions such as leakage in the distribution network, water theft, 
and errors in reading customer meters[11], [12], [13]. Nevertheless, most previous studies have focused 
more on improving the performance of detection algorithms than on developing software systems 
capable of integrating the data-analysis process with the operational needs of the organization. Recent 
systematic reviews further confirm the rapid adoption of machine learning for anomaly detection in 
smart water metering networks, including ensemble-based approaches that improve detection accuracy 
on imbalanced water-consumption data [24], [25]. 

From a software engineering perspective, the implementation of the anomaly detection method 
requires not only accurate algorithms but also a structured software development process so that the 
system is easy to use, maintain, and develop in the future[14], [15], [22]. Few previous studies have 
discussed how user needs are translated into system design, how the software architecture is built, and 
how the user interface is designed to support the monitoring and decision-making process 
effectively[16]. As a result, the resulting solution is often merely an analytical model without producing 
an application ready for use in an operational environment. 

Based on these problems, this study develops SIPADMA (Sistem Deteksi Anomali Pemakaian Air), 
a web-based application designed using the Software Development Life Cycle (SDLC) Waterfall 
approach [23]. The system was developed from requirement analysis, modeling using the Unified 
Modeling Language (UML), and Flask-based application implementation, through to functional testing. 
In addition to integrating the Z-Score method and rule-based scoring to detect anomalies, the system 
also provides an interactive dashboard, customer data visualization, a search feature, data filtering, and 
automatic report generation so that it can support the PDAM operational monitoring process more 
effectively. 

The main contribution of this study lies in applying software engineering principles to build an 
anomaly detection system that can be implemented directly in the operational environment of a drinking-
water company. Unlike studies that focus only on algorithm development, this study produces an 
information system that integrates data processing, anomaly detection, information visualization, and 
reporting in a single web-based platform. Thus, the developed system is expected to improve the 
efficiency of the anomaly identification process while supporting data-driven decision making at clean-
water service providers. 

2.   Methods 

2.1.   Research Design 
This study uses the Research and Development (R&D) method with a Software Engineering approach 
to develop the Water Consumption Anomaly Detection System (SIPADMA). The software development 
process was carried out using the Software Development Life Cycle (SDLC) Waterfall model. The 
Waterfall model was chosen because the system requirements had been clearly identified based on field 
observations, so that each development stage could be carried out sequentially, from requirement 
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analysis to system implementation. In addition, this model produces complete documentation at every 
stage, making it suitable for developing information systems in an organizational environment with 
relatively stable operational needs. 
The research stages consist of requirement analysis, system design, software implementation, system 
testing, and evaluation of the implementation results. All stages were carried out systematically so that 
the resulting system meets user needs while maintaining good software quality. 

2.2.   Research Stages 
The research was carried out through five main stages, as shown in Figure 1. 

 
Figure 2. Research Stages 

2.2.1.   Problem Identification 
The initial stage of the research was carried out through direct observation at Perumdam Tirta Moedal, 
East Semarang Branch. The observation aimed to understand the running business process, particularly 
the process of monitoring customer water consumption and identifying anomalies. In addition to 
observation, interviews were also conducted with employees responsible for managing customer data to 
obtain information about the operational obstacles faced. The identification results show that the 
anomaly detection process is still carried out manually by examining customer billing data every month. 
This process takes a considerable amount of time, is difficult to perform on large volumes of data, and 
depends heavily on the officer's experience, so it may cause delays in handling leaks and irregular water 
consumption. 
 
2.2.2.   Requirement Analysis 
The requirement analysis stage was carried out to obtain the system's functional and non-functional 
requirements. The requirement analysis was conducted through several activities, namely observation 
of the business process, interviews with users, study of customer billing documents, and analysis of the 
running system. Based on the analysis, two main user groups were obtained, namely the Employee and 
the Division Head. 
The system's functional requirements were then determined, including: 

Table 1. Functional & Non-Functional Requirement Analysis 
No Functional Requirements Non-Functional Requirements 
1 Upload billing data Web-based application. 
2 Monitoring dashboard Ease of use 
3 Anomaly detection Fast response time 
4 Data filtering Browser compatibility 
5 Customer search Ease of system maintenance 
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6 Customer details  
7 Chart visualization  
8 Export Excel report.  

The requirement analysis results became the basis for the software design process. 

2.2.3.   System Design 
The design stage was carried out using the Unified Modeling Language (UML). Several diagrams were 
used, including: 
 
a. Use Case Diagram 
The Use Case Diagram is used to describe the interaction between the user and the system[17]. This 
diagram identifies the main functions that can be performed by the Employee and the Division Head, 
including uploading data, viewing the dashboard, filtering anomaly data, viewing customer details, 
searching for customers, viewing interactive charts, and downloading reports. 

b. Activity Diagram 
The Activity Diagram is used to describe the business process flow of each system feature. The diagrams 
developed include Upload Data, Dashboard, Anomaly Filter, Customer Details, Customer Search, 
Download Report, and Interactive Chart. These diagrams help ensure that the entire business process 
has been modeled systematically before implementation. 

c. Sequence Diagram 
The Sequence Diagram is used to model the communication between objects during the system process. 
This diagram describes the interaction between the View, Controller, and Database in each main system 
process, thereby facilitating implementation using the MVC architecture. 

d. Class Diagram 
The Class Diagram is used to define the software structure. This diagram consists of several main 
classes, namely Upload Data, DataRekening, Pelanggan, Dashboard, Anomali, ProsesDeteksi, 
Grafik, Laporan, and Filter. The relationships between the classes serve as the basis for 
implementing the program code structure. 

2.2.4.   System Implementation 
The implementation stage was carried out based on the UML design results. The system was developed 
using several technologies, as follows: 
 

Table 2. Technologies used 
Component Technology 

Programming Language Python 3.x 
Framework Flask 
Data Processing Pandas 
Numerical Computing NumPy 
Export Excel OpenPyXL 
IDE Visual Studio Code 
Version Control Git & GitHub 

 

The application architecture applies the Model–View–Controller (MVC) pattern provided by the Flask 
framework, so that the separation of business logic, interface display, and data management can be 
carried out effectively[18]. In the implementation stage, several main modules were developed, namely 
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Dashboard Monitoring, Upload Data, Anomaly Detection Engine, Customer Details, Data Filter, 
Customer Search, Report, and Chart Visualization. All modules were integrated into a web application 
accessible through a browser, making it easier for users to monitor customer data. 

2.2.5.   Anomaly Detection Implementation 

  
Figure 3. Anomaly Detection Implementation 

Anomaly detection is performed using a combination of Z-Score and Rule-Based Scoring[19],[20]. The 
combination of these two methods allows the system to identify customers whose consumption patterns 
differ significantly from their historical patterns, while also considering the operational rules applicable 
at the PDAM. 

2.2.6.   System Testing 
The testing stage was carried out using the Black Box Testing. method. Testing focused on the 
conformity of the system functions to user needs without considering the program code structure. The 
system is declared successful if all functions produce output that matches user needs. 

2.2.7.   System Evaluation 
The evaluation was carried out using customer billing data for the period September 2025 to February 
2026 consisting of 3,996 transaction records from 666 customers. This dataset was used as test data to 
evaluate the system's ability to detect water consumption anomalies and to support the PDAM 
operational monitoring process. The evaluation results were analyzed based on the number of anomalies 
successfully identified, the risk category, and the ease with which users could utilize the information 
presented by the system for decision making. 
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3.   Results and Discussion 

3.1.   System Requirement Analysis Results 
The initial stage of SIPADMA development began with requirement analysis through observation and 
interviews with employees of PDAM Tirta Moedal, East Semarang Branch. The analysis results show 
that the process of identifying irregular water consumption is still carried out manually by examining 
customer billing data every month. This condition causes the monitoring process to take a relatively 
long time, especially as the number of customers continues to grow. In addition, the identification 
process depends heavily on the officer's experience, which may cause delays in detecting indications of 
pipe leakage, meter recording errors, and deviations in customer consumption patterns. Based on the 
analysis, two main actors who will use the system were obtained, namely the Employee and the Division 
Head. Both actors have functional requirements that include uploading billing data, dashboard 
monitoring, anomaly detection, customer search, consumption history visualization, filtering data by 
risk level and customer category, and automatic report generation. These requirements then became the 
basis for the software design process. 

3.2.   System Design Results 
 

 
Figure 4. Use Case Diagram 

The system design began with the preparation of a Use Case Diagram to describe the interaction between 
the user and the system. The diagram shows that both the Employee and the Division Head have access 
to all main SIPADMA functions, namely uploading data, viewing the dashboard, filtering anomaly data, 
viewing customer details, searching for customers, viewing interactive charts, and downloading reports. 
Some functions have an include relationship, for example the dashboard that always displays chart 
visualization, and the report download process that includes a summary of the analysis results. This 
modeling helps ensure that all user needs have been accommodated before implementation. The next 
design stage was to create the Activity Diagram, used to model the workflow of each main process in 
the system. The diagrams developed include the data upload process, dashboard access, anomaly data 
filtering, viewing customer details, customer search, report downloading, and interactive chart 
visualization. The modeling of activities provides a clear overview of the sequence of business 
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processes, from user interaction to system response. With this documentation, developers can minimize 
implementation errors while facilitating software maintenance in the future. The Sequence Diagram is 
used to describe the communication between objects in each system process. The diagram shows how 
the interface component (view), the controller (controller), and the database interact with one another in 
processing user requests. This communication pattern shows that the system has applied a separation of 
responsibilities between components, so that the business logic is not mixed with the user interface. This 
approach improves code readability, facilitates development, and supports application scalability. The 
Class Diagram describes the static structure of the software, which consists of several main classes, 
namely UploadData, DataRekening, Pelanggan, Dashboard, ProsesDeteksi, Anomali, Grafik, Filter, and 
Laporan. The relationships between classes show that the system has been designed modularly, with 
functions separated according to the responsibility of each component. This modular design provides 
advantages such as ease of maintenance, development of new features, and improvement of software 
quality, because changes to one module do not directly affect other modules. 

3.3.   System Implementation Results 

 
Figure 5. Dashboard Page 1 

 
The Anomaly Monitoring Dashboard is the main interface of SIPADMA (Sistem Deteksi Anomali 
Pemakaian Air Pelanggan). This system applies an approach based on Z-Score and rule-based scoring 
to identify patterns that deviate from normal conditions in the billing accounts of PDAM Tirta Moedal, 
East Semarang Branch customers. Based on six months of processed billing data, the dashboard presents 
four main performance indicators, namely: a total of 666 customers, 163 accounts detected as anomalous 
or equivalent to 4.1% of the total 3,996 billing data rows, and 147 at-risk customers requiring further 
field verification. The visual display on the dashboard includes two pie charts. The first chart presents 
the distribution of risk levels, with the medium category being the most dominant, followed by low and 
high risk. The second chart classifies the anomaly types, with the "Irregular" category being the most 
frequently found, followed by "Drastic Decrease" and "Spike". 
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Figure 6. Dashboard Page 2 

The next dashboard page displays two bar charts. The Anomalies per Tariff Category chart shows the 
distribution of anomalies based on the customer's tariff category. Category RT 4 dominates with about 
98 cases, followed by RT 5, RT 3, and Commercial. Categories RT 2, RT 3, RT 4, and RT 5 are the 
Household customer classifications set by the PDAM based on water usage capacity, where a higher 
category number indicates a higher usage capacity, while Commercial refers to customers who use water 
for commercial or business purposes. This condition indicates RT 4 as the highest-risk group. The 
Anomalies per Month chart illustrates the monthly trend from September 2025 to February 2026. The 
number of accounts is relatively stable at 650–670 per month, while anomalies remain low and 
consistent. At the bottom of the dashboard, an Upload Billing Data feature is available to upload .xlsx, 
.xls, or .csv files. After uploading, the user runs the analysis with the "Process & Update" button to 
automatically update the database and the anomaly results. 

 
Figure 7. Anomaly Detection Page 1 
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Figure 8. Anomaly Detection Detail Page 1 

 

 
Figure 9. Anomaly Detection Detail Page 2 

 
The Water Consumption Anomaly Detection page presents a comprehensive list of all anomalous 
accounts. Of the total data analyzed, 163 anomalies were recorded, presented in a paginated table. Each 
entry displays the customer ID, usage volume (m³), bill (Rp), six-month average usage, Z-Score value, 
rule-based score, risk level, anomaly type, and cause description. A multi-criteria filtering feature is 
available at the top of the page based on tariff category, risk level, anomaly type, and month period. This 
feature narrows down and prioritizes the data according to handling needs. The "Filter" button applies 
the filtering, while "Reset" restores the initial view. The "Detail" button on each row accesses an 
individual page with four main indicators: average usage, the latest Z-Score, usage ratio, and risk level. 
Two interactive charts present six-month usage and billing with anomaly points marked in red. The 
history table displays all attributes per period, including the final meter reading, Z-Score, ratio, month-
to-month change, score, and status, enabling the tracing of historical patterns. 
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Figure 10. All Customers Page 

 
The All Customers page displays 666 customers with a status summary. The system sorts them by the 
highest anomaly frequency to facilitate handling prioritization. Each row shows the name, address, tariff 
category, average usage, number of anomaly months, maximum Z-Score, and priority status. Search and 
filter features are available for efficient browsing. 

 
Figure 1. Download Report Page 

The Download Report feature provides three .xlsx export options. First, the Executive Summary Report 
for the Division Head contains the main statistics and the distribution of anomalies by tariff, risk, and 
month. Second, the Anomaly Data Report for the field team can be filtered by risk, tariff, and period. 
Third, the Complete Report integrates the Summary, Anomaly Data, and All Customers into a single 
file. The export results show that the system is able to produce ready-to-use formal documents without 
further processing. 
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Figure 2. Excel Report Export Results 

 
The report export results show that the system successfully produced a document in Excel format with 
three worksheets: Summary, Anomaly Data, and All Customers. The document contains the columns 
Account No., Name, Address, Category, Average Usage, Number of Anomalies, and Max Z-Score, with 
colored headers and cells with high anomalies automatically marked. This result shows that the system 
is able to produce formal documents ready for institutional use. 

3.4.   Implementation Evaluation 
System testing was carried out using customer billing data from Perumdam Tirta Moedal, East Semarang 
Branch, for the period September 2025 to February 2026, consisting of 3,996 billing records from 666 
customers. The implementation results show that the system successfully identified 163 accounts 
indicated as anomalous, or about 4.1% of the entire dataset. Of that number, 147 accounts were 
categorized as customers with a risk level requiring further verification by field officers. 

3.5.   Discussion 
The research results show that applying the Software Engineering approach through the SDLC Waterfall 
model is able to produce a structured information system that meets the operational needs of users. All 
functional requirements obtained in the analysis stage were successfully implemented into the main 
features of SIPADMA, from data upload, anomaly detection, dashboard visualization, and customer 
search to automatic report generation. The presence of UML documentation also provides an advantage 
in the development process because it facilitates communication between developers and users and 
serves as a reference for software implementation. 

From the software architecture perspective, the use of the Flask framework with the Model–View–
Controller (MVC) pattern allows a clear separation of business logic, user interface, and data 
management[21]. This approach improves the maintainability (maintainability) of the system because 
changes to one component do not directly affect other components. In addition, the applied modular 
structure allows the development of new features, such as the integration of Internet of Things (IoT) 
sensors, web services (web service), and machine learning algorithms that are more complex in future 
research. 

Based on the implementation results, SIPADMA is able to automate the analysis of customer billing 
data that was previously done manually. The interactive dashboard, data filtering feature, and 
consumption history visualization provide better support for users in decision making. This result shows 
that the success of system development is influenced not only by the capability of the anomaly detection 
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algorithm but also by the quality of the software engineering that is able to integrate business processes, 
data processing, and the user interface into a single easy-to-use platform. 

4.   Conclusion 

This study successfully developed SIPADMA (Sistem Deteksi Anomali Pemakaian Air) as a web-based 
information system designed to support the early detection of irregular customer water consumption at 
PDAM Tirta Moedal, East Semarang Branch. The system was developed using the Software 
Development Life Cycle (SDLC) Waterfall model, which includes the stages of requirement analysis, 
system design using Unified Modeling Language (UML), application implementation using the Flask 
framework, and functional testing to ensure that all features run according to user needs. This approach 
produced software that is well documented, structured, and easy to maintain.  

The implementation results show that SIPADMA is able to automate the analysis of customer billing 
data through the integration of the Z-Score and Rule-Based Scoring methods. The system provides 
various main features, such as customer data upload, an interactive dashboard, anomaly data filtering, 
customer consumption history visualization, data search, and report generation in Excel format. Testing 
using 3,996 billing records from 666 customers successfully identified 163 accounts indicated as 
anomalous, with 147 accounts categorized as having a risk level that requires follow-up through field 
verification. This result shows that the system can help identify at-risk customers more quickly and in a 
more structured way than the manual process. 

From the perspective of Software Engineering, this study shows that applying a systematic software 
development process can produce a system that not only meets users' functional needs but also has 
modular characteristics, is easy to develop, and supports data-driven decision making. The design 
documentation using UML and the application of a Flask-based architecture provide a good foundation 
for further development, such as integration with Internet of Things (IoT) sensors, the implementation 
of more adaptive machine learning algorithms, and the provision of services based on Application 
Programming Interface (API). Thus, SIPADMA functions not only as an anomaly detection application 
but also as a foundation for developing a smarter and more sustainable water distribution monitoring 
system. 
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