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Abstrac. One technique to secure data is to use the Advanced Encrypt on Standard (AES) 128
method. The Advanced Encrypt on Standard (AES) method can be applied in improving data
security, especially at the Central Sulawesi Provincial Inspectorate. The data in question are audit
reports of BOS funds (School Operational Assistance), reports of special investigations into
violations of regional finances and reports of violations of civil servant discipline (PNS). The data
must have a high level of security, so that it is not easily known by irresponsible parties and will
have a negative impact and be misused. The conclusion in this study was obtained that, the AES-
128 algorithm can be used as an alternative to the process of improving data security, namely by
encryption and decryption. The results of encryption can be guaranteed as long as the symmetry
key encryption is not leaked to irresponsible parties.
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1. Introduction

The development of information technology is currently propagating in various fields, both in
government agencies and in private companies. Data security is the only thing that must be
considered so that it is not easy to know or leak to other parties. If you use the advanced Encrypt
on Standard (AES) 128 algorithm, the encrypted data can be guaranteed security. Security
measures of a system to protect data transferred or transmitted over telecommunication networks
can be applied to secure data known as cryptography. [15,16]

Cryptography uses a variety of techniques in an attempt to secure data. Cryptography is the
science and art of keeping messages confidential by converting messages into forms in which they
no longer understand their meaning. Cryptographic techniques are used to encrypt files so that only
the recipient who has the secret key can read and understand the file. Cryptography has an
important role in maintaining the confidentiality, integrity, and authentication of data in the digital
world that converts clear messages (plaintext) into encrypted messages (ciphertext) [6,8].

There are several techniques to disguise files including the Advanced Encrypt on Standard
(AES) method. The Advanced Encryption Standard (AES) algorithm is a block cipher algorithm
and has symmetry properties that use symmetry keys during the encryption and decryption process.
[1,20]

AES is used as the latest cryptographic algorithm standard published by NIST (National Institute
of Standard and Technology) as a replacement for the outdated DES (Data Encryption Standard)
algorithm. The AES algorithm is a cryptographic algorithm that can encrypt and decrypt data with
varying key lengths, namely 128 bits, 192 bits, and 256 bits. [3,17]

There are 4 rounds of transformation in the process of encryption and decryption consisting of
SubBytes, which serve to exchange the contents of bytes using the substitution table. ShifiRows,
The process of shifting blocks per row on an array of states. MixColumn, The process of
multiplying a block of data (randomization) in each state array with the formula A(x) = {03}x2 +
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{01}x2 + {01}x + {02}, AddRoundKey, Combines state array and round key with XOR
relationship.[1] Combines status arrays and round buttons with XOR relationships. In the
decryption process of AES: InvShiftRows algorithm , slide the bits to the right on each line block.
InvSubBytes, Each element in the state is mapped with an Inverse S-Box table. InvMixColumn,
Each column in the state is multiplied by the AES matrix. AddRoundKey, Concatenates an array of
states and round keys with an XOR relationship. [11,4] At the beginning of the encryption process,
inputs that have been copied to the state will undergo an AddRoundKey transformation. After that
the state will undergo SubBytes, ShiftRows, MixColumns, and AddRoundKey transformations
repeatedly as many times as rounds (Nr). This process in the AES algorithm is referred to as the
spherical function. In the final round, states are not awarded the MixColumns transformation. [5,9]

2. Method

The research method used is descriptive research, which aims to explain or describe the
phenomenon by developing an application to encrypt and decrypt data using the AES-128 algorithm
based on desktop applications, this study explores topics without specific hypotheses which
ultimately serve as a fundamental starting point for improving data security. [2,12]

3. Research and Discussion
3.1. Planning

AES (Advanced Encryption Standard) is a cryptographic algorithm that is highly relied upon in
securing data. By using 128-bit blocks, AES provides a robust encryption and decryption process
through a series of operations such as SubBytes, ShiftRows, MixColumns, and AddRoundKey.
AES is used extensively in encrypting and decrypting files to protect sensitive information. In
addition, protection from crypto attacks and attention to performance and efficiency are also
required. Taking those challenges into account, AES remains a powerful tool in protecting sensitive
data across a wide range of application environments.

3.2. Analysis.

At this stage, the analysis was carried out by observing and interviewing auditors of the Central
Sulawesi Provincial Inspectorate to encrypt and describe the file. This encryption process aims to
improve the performance of the data security system, by converting sensitive information into an
unreadable format without the appropriate encryption key. By implementing an effective
encryption process.

3.3. System Design.
This user activity diagram used to illustrate structured activities and actions between user and
system interactions[13,14] can be seen in the following figure:
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Figure 1. User Activity Diagram.
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A flowchart is a systematic presentation of the process and logic of information handling activities
or a graphical depiction of the steps and sequence of procedures of a program A flowchart is a chart that
shows the flow in a program or system procedure logically. [18,19] The algorithm design of the
application program, will be explained using flowcharts.
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Figure 2. AES 128-bit encryption and Decryption Flow Diagram

3.4. Prototype.
This prototype stage is done to build a user interface with the admin, which shows the process of
the application flow. Create a Prototype using the figma app.

3.5. Implementation

On this page, there is a table that lists documents belonging to users, which have previously been
processed. On the Encryption Page, admins can encrypt digital files by filling out an encryption
form and uploading the file document from internal storage, file upload date, file description, and
entering a password as the symmetry key used to encrypt the document. The encoding view of
document encryption is shown in Figure 5 below:
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@ encrypt.php

Ssqlupdate = "UPDATE users SET last_activity=now() WHERE username=2";
Sstmt = Sconn—prepare(S$sqlupdate);

Sstmt—bind_param("s", Slast);

Sstmt—execute();

Sstmt—close();

Suser = S_SESSION['username'l;

Squery = "SE fullname, job_title, last_activity FROM users WHERE username=2";
Sstmt = Sconn—prepare(Squery);

Sstmt—bind_param("s", Suser);

Sstmt—execute();

Sresult Sstmt—get_result();

Sdata = Sresult—fetch_assoc();

Sstmt—close();

Figure 3. Document Encryption

Admins can decrypt digital files consisting of file source, encrypted file name, file path, file status,
and options. The coding display for document decryption can be seen in Figure 6 below:

@ decrypt.php

$sqlupdate = "UPDATE users SET last_activity=now() WHERE username=2?";
$Sstmt = Sconn—prepare(S$Ssqlupdate);

Sstmt—bind_param("s", Slast);

Sstmt—execute();

Sstmt—close();

Suser = $_SESSION['username'];

Squery = "SELECT fullname, job_title, last_activity FROM users WHERE username=?";
$stmt = Sconn—prepare(Squery);

Sstmt—bind_param("s", Suser);

Sstmt —execute();

Sresult Sstmt—sget_result();

Sdata = Sresult—fetch_assoc();

Sstmt—close();

Figure 4. Document Description

4. System Testing
4.1. Testing the Encryption Process

Through the Encryption Menu, Encryption is changing the message or encoding data from the
original message (plaintext) that is transformed into a form that is not clear to understand and even
understand. Advanced encryption standard algorithms have a 128-bit key length consisting of
AddRoundKey, SubBytes, ShiftRows and MixColumms[10].The encryption process can be seen in
Figure 7 below;
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< encrypt-process.php

Figure 5. The document encryption process

After the system successfully reads the contents of the document, all characters contained in the
document will be converted into blocks of hexadecimal numbers measuring 128 bits which will
then be converted into a two-dimensional matrix measuring 4x4 called the state matrix. Before
entering the first round, the state matrix is the first XOR, precisely with the 0 round key (rk0) or
passkey.

4.2. Process Description Testing.

The transformation bytes used in the decryption process are AddRoundKey, InvShiftRows,
InvSubBytes, and InvMixColumns. In the decryption process, for the first iteration, AddRoundKey,
Inverse ShiftRows, and Inverse SubBytes transformations are performed. The cipher text will
perform the AddRoundKey transformation. [7] The successful description process can be seen in
the following encoding image:

«» decrypt-process.php

Jdfile'";

JHERE id_file

Figure 6. The decryption process was successful
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The test results obtained through this study in the form of digital document encryption results and
decryption processes are valid and can be seen in the system test results as follows:

Table 1. System Test Results

Feature Feature functions Result

Login (admin) Admin login so not just anyone can access Valid
admin features

File encryption Enter data and upload encrypted files Valid

File description Describe encrypted files Valid

File list View encrypted files and file descriptions Valid

Login (user) User login to access other features in the Valid
app

List of files and Displays the results of the file described Valid

downloads for download

5. Conclusion

The use of the 128-bit Advanced Encryption Standard (AES) algorithm is a strategic step for
the Central Sulawesi Provincial Inspectorate in ensuring data security. By implementing AES-128,
the Inspectorate can encrypt sensitive data with a high level of security, reducing the risk of
unauthorized access or information theft. However, the success of a data security strategy is not
solely determined by the choice of encryption algorithm alone. Factors such as effective key
management, implementation of strict security policies, and increased awareness of information
security also need to be considered. In addition, potential future research in the field of data security
includes the development of stronger encryption algorithms, more efficient key management,
security in cloud computing environments, and increased user awareness of information security
policies. The Central Sulawesi Provincial Inspectorate can continue to improve their data security
and keep sensitive information safe from threats.
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