_Advance Sustainable Science, Engineering and Technology (ASSET)
. Vol. 6, No.3, July 2024, pp. 02403021-01 ~ 02403021-11
ISSN: 2715-4211 DOI: https://doi.org/10.26877/asset.v6i3.813

Design of 11OT Device Based on LoRa for Parsing Data
Directly to SCADA System

Rini Puji Astutik’, Julmy Lesmana Putra, Rahmad Maulana

Faculty of Engineering, Universitas Muhammadiyah Gresik, JI. Sumatera No 1 GKB,
Gresik 61121, Central Java, Indonesia

*astutik_rpa@umg.ac.id

Abstract. As the revolution industry 4.0 was started as well as the productivity increases, the
need for data analysis increases. Some industries have wide production area and they need long
wire to connected between office for transferring data. A wireless system is one of solution to
overcome this issue so that the technique of parsing data to expand coverage area for both local
and remote systems. In this research, a device that supports I1OT (Industry on Internet of Things)
will be designed by utilizing LoRa technology connected to a SCADA (Supervisory Control and
Data Acquisition) system for direct parsing data. By using a SCADA system concept and
incorporating wireless system as well as connecting to internet so the industrial system can be
monitoring from anywhere so productivity can be increased. To test the proposed design, the
two scenarios of performance test have been done, they are communicating distance test and the
parsing data between two nodes LoRa as well as connecting to SCADA system. The first
scenario results in the maximum communication distance that can still carried out reaching
400m. Meanwhile, the experience of second scenario on the IIOT device prototype produces
accurate data so that it can be implemented in the wider industry.
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1. Introduction

The industrial world is developing very rapidly with the industrial revolution 4.0 which is supported
by the development of Internet of Things technology. Many industrial devices are starting to change
from manual control by humans to machines that can even be controlled automatically. With so many
machines that have to be controlled and control points being spread out, it is necessary to have a system
that is connected to both long and short distance control. The combination of sensors and actuators in
the SCADA system is carried out to advance flexible manufacturing migration towards the concept of
industry 4.0[1]. The Industry 4.0 concept approach is also carried out by developing automatic
configuration of the bottling process in small to medium scale industries using PLC and SCADA [2].
With the increasingly complex machines to be controlled and the placement of sensors or devices, a
system is needed that can accommodate these problems. In this research, a LoRa-based IIOT device
system is designed to be able to analyze data directly by connecting to a SCADA system consisting of
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a PLC and HMI which is expected to be able to answer future challenges in industry 4.0.

Several studies have been carried out previously, such as:[3] where a wireless sensor network
communication system was studied by combining Raspberry Pi and Arduino for monitoring air pollution.
In this research, a Raspberry Pi was used as communication between the node and the data collector and
here the distance and delivery time delay between the two devices were obtained. Next research began
to examine LoRa communication devices in [4] regarding feasibility and performance testing of LoRa
devices in wireless sensor networks. From this research it is known that the LoRa device used can
communicate a distance of approximately 1 km with a strength level of up to -98dB. From this LoRa
capability, the research continues, namely the implementation of LoRa communication to monitor
patient heartbeats [5]. Discussions about SCADA are carried out by carrying out services as in [6]—[10]
namely SCADA module training for vocational school students where a learning module about SCADA
is designed which can simulate machine control activities such as in manufacturing processes. The
implementation of SCADA and HMI has also been researched in [11] and [12] namely a parking slot
availability system using Arduino nano based on Outseal Studio and Haiwell Cloud SCADA. This
SCADA system is used for communication between Microgrids and control room as remotely [13] and
[14].

This research proposes the design of device which supporting Industry on Internet of Things by using
LoRa for parsing data directly to SCADA system. The design of IIOT device uses simple input output
and LoRa module as controlling data incorporated transceiver and laptop for displaying SCADA system.
To know the performance of device, the testing of each of device will be done including LoRa module
as well as some scenario performance test. The test result shows that the IIOT device can operate as the
target of its design and also communication between LoRa module.

The next following part of this article will discuss the methodology of this research and it will be
continued to the result and discussing of the proposed design. In this discussion, it will focus on each
device and how it can be operated especially the communication between the LoRa node. The end part
of this article will be closed by the conclusion of the work that has been done on this research.

2. Methods

The methodology of this research is started by making design plan of hardware and software as 10T
devices for supporting industry revolution 4.0. The design plan of hardware focus on the communication
system designed to connect a LoRa node as a slave to others LoRa node as master or sink node. This
sink node acts as data collector and directly parsing into SCADA system. The diagram block of this
design can be seen on Figure 1.
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Figure 1. Diagram block 11OT system design based on LoRa
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The design of I1OT device uses a temperature sensor as an input device and the fan as an output
device. To communicate as well as control between input and output, it uses LoRa device with type
SXX1278 LORA UART MODULE. This type of LoRa has maximum distance for communication as
15 KM with 127 dB for RSSI dynamic range [15]. Using its distance, hopefully it can be implemented
on the wider area factory. The implementation of LoRa also was used in [16] for communication
terrestrial using multi nodes. The SCADA system on this prototype used laptop with Haiwell software
for displaying and controlling the system as HMI on this system. The protocol used between LoRa and
the other device is Modbus as for communicating between data processing and the output. To test the
performance of this design system, it is needed to test each device and combined all of them for
identifying the overall work of all devices. The parsing data that relating to SCADA system is explained
in [17] using physical layer of LoRa. The LoRa technology often used to for metering device [18]. The
reason on why the LoRa technology used in many implementation is due low cost and open source [19].
One of design of 1IOT device for Lorawan has been discussed [20] and focused on protocol. Some
factory have been implementation smart device for multiband Industrial 10T Communication for
efficiency [21].

2.1. 1IOT Device design using LoRa node

The design of two LoRa nodes combined with SCADA can be seen in Figure 2. Each LoRa node uses
an Arduino for the controller and temperature sensor as well as a LoRa UART module to communicate
between the LoRa nodes. The LoRa node which is the sink node uses ESP32 as a PLC in the SCADA
system to control and parse data. For output from the sink node, HMI is used by connecting it to a laptop
as a data display using Haiwell.

Figure 2. HOT Design with Two LoRa Nodes and One Sink Node Connected to HMI

Each LoRa node contains an Arduino uno, DHT11 sensor, LoRa module equipped with an antenna
and a power bank as an energy source. Meanwhile, the Sink node contains an ESP32, a LoRa module
equipped with an antenna and a laptop installed with the Haiwell program which functions as an HMI
and RS485 as a modbus connector between the module and the HMI.

2.2. Report Display Design

To be able to display the results of sensing from each LoRa node, a fairly attractive Haiwell HMI display
design is needed. The overall design of the Haiwell HMI display can be seen as in Figure 3. Some
features of HMI Haiwell display which is used such as real time graph and report data. Both display
design can be seen in Figure 4 and Figure 5.

02403021-03



Figure 5. Temperature Tabel Display as Real Time
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2.3. Design Software
Beside designing hardware, the designing software also be done for on how the program can be run as

the determined hardware. The designing software on this system can be shown in Figure 6.
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Figure 6. Flowchart of IOT SCADA System Integrated with LoRa Node

There are two flows such as data reception and setting temperature. The first flow is when the LoRa
sink received from LoRa node 1 dan 2 thus they will be displayed on HMI. The second flow is started
by setting temperature and when the temperature is upper than the setting data then the alarm displayed
on HMI will be colored by red. This indicator is needed so that if something happened then HMI will
display the alarm.

The design will be carried out after adding several scripts, the function of each script will be
explained including the libraries used.

Figure 7. Script of Module LoRa Sink
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In figure 7, it contained the script of Modul LoRa Sink, this module works as data collector from both
module LoRa nodes. Using Modbus protocol, the sensing data from both module LoRa node 1 and node
2 received by the module LoRa sink will be displayed on the HMI Haiwell via modbus protocol.

Figure 8. Script of Module LoRa Node 1

Figure 9. Script of Module LoRa Node 2

The script for module LoRa node, either node 1 or node 2 can be seen on Figure 8 and Figure 9. This
script has two different name of input analog data at each device so that the LoRa sink can define the
both nodes.

2.4. Performance Test Scenario

To know the performance of 1IOT device is needed the performance test scenario in this case it was
done on two testing, they are communication distance testing between LoRa nodes and Integration
SCADA system testing upon connected to LoRa node.

The first test, communication distance testing between LoRa nodes, is by taking the LoRa node with
certain distance and used power bank as a sourced energy. This testing is done by adding the distance
until no data can be sent between both node and it shows no data on sensing result data.

The second test is the testing of SCADA which connected to two LoRa nodes that were placed in
two difference places. Sink node as data collector is used ESP32 and connected to LoRa for
communication with both LoRa node as well as modbus. This data collector has two communication
protocols, they are LoRa for communicating with LoRa node and modbus for communicating with HMI.
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The position of each device is Sink node will be placed at electric circuit laboratory in the 3 floor, one
LoRa node will be placed at energy conversion laboratory in the first floor and the other LoRa node will
be placed at lecture room, the same floor as the first LoRa node. After all of nodes placed at their place
thus the data collector takes the sensing data via LoRa communication alternately between both LoRa
node and displays them on HMI via modbus protocol. The sensing result is shown on HMI as real time
both in graph and table form.

3. Results and Discussion

From the previous part, the design has been explained and done some experiences which yield the result
as follow. The first test is communicating distance test, in this case, it used two LoRa nodes, one is as
receiver which received the sensing data and the other is sensing data and transmitting it. By taking the
sensing node in certain distance and recorded the sending data as well as its distance. After that it
continues to record both the sensing data and distance after adding some distances until there is no the
sensing data could be recorded. From this experiment, it obtained the furthest distance between both
nodes as 400 m. The map of the distance data can be seen in Figure 10.
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Figure 10. The Furthest Distance of Communication LoRa Node

The result of this test is further than the previous experiment using Dragiano LoRa [4] which could

communicate up to 200 m, meanwhile this Ebyte SX1278 E32 LoRa can communicate up to 400 m.
Beside do the real time measurement, it is also simulated signal strength versus distance based on data
in [15] and the result of simulation and measurement can be seen on the graph in Figure 11.
The second test is SCADA system which connected to LoRa node that placed in different room. It yields
some measurement data and the Sink LoRa will display data as seen on Figure 12. Beside HMI shows
the real time data, it also displays this data in graph and table form. They can be seen on Figure 13 and
14. Some data from previous measurement are also displayed.
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Figure 13. The Graph of Sensing Data from Both LoRa Node
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Figure 14. The Tabel of Sensing Data Report as Real Time
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Comparing this design to the exiting design at industry which only used SCADA for their system and
need long cable for connecting between their office so, this design is very effective and need short time
to monitoring the system. This design has no cable for communicating between node so that some
benefit can be received for implementing the proposed design and it will improve the productivity.
However, for future research, it can be developed the industrial system can be controlled by three
different devices or application.

4. Conclusion

In this paper, we have developed the proposed IIOT device design and tested with two different
scenarios. The two scenarios are the communication distance test and the monitoring data incorporated
with three different display such as table, graph and real time data. The results of the communication
distance test show that the communication distance test has increased compared to the previous research.
The furthest distance can reach 400m while sensing data still can be recorded, whereas the previous
experiment could only reach 200m. With this distance it can be implemented on Industry which had a
wide area production. The second scenario test, the collaboration between SCADA system and wireless
node using LoRa technology, shows that the system can be run as the design and it can be implemented
in the wider industry due to effective system. Comparing to the current system, the proposed design can
cut the long cable and also will improve the productivity since the information data can be accessed
easily.
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